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1. D. Z. „STASEC - alat za otkrivanje sigurnosnih propusta Web aplikacija 
“, asopis za informacione tehnologije i 

multimedijalne sisteme Info M, 10(39), pp. 26-37, 2011.

1. D. , „Implementacija SSO na bazi open source rješenja“, Zbornik 
radova konferencije TELFOR 2009, pp. 1233-1236, 2009.

2.
izvornog koda - prijedlog alata“, Zbornik radova konferencije YUINFO 2010, 2010.

3. , „STASEC –
Java izvornog koda”, Zbornik radova konferencije INFOTEH 2010, Vol. 9, Ref. E-I-17, pp. 
491-495, 2010.

4.
kompleksnosti koda“, Zbornik radova konferencije INFOFEST 2010, pp. 249-256, 2010.

5. , „Static and dynamic analysis – usage in web application vulnerability 
detection“, Zbornik radova konferencije ICIST, 2011.       

6.
kompleksnosti koda“, Zbornik radova konferencije TELFOR 2012, pp. 1705-1709, 2010.

:
1. D. R. Vukovic, "SECURITY ISSUES IN INTERNET OF THINGS (IOT) RELATED TO 

PASSIVE RFID TAGS", FACTA UNIVERSITATIS - SERIES: AUTOMATIC CONTROL AND 
ROBOTICS, Vol.13(2), pp. 97-105, 2014.



Abstract: According to the latest research of emerging technologies in the next few decades, an era of 
fully integrated Future Internet is coming. The Internet of Things (IoT) paradigm will be the one of the 
leading technologies in the transformation from nowadays Internet into the Future Internet. Many 
European projects related to IoT were announced this year, such as Horizon 2020. In definition, IoT 
includes smart objects, machine to machine (M2M) communication, radio frequency (RF) technologies, 
and a central hub of information. One of the major requirements for IoT is that objects must have a 
unique identity, which would make them practically addressable when exchanging information. To 
achieve that, RFID tags can be used. There are three types of RFID tags: active, semi-passive, and 
passive. Considering their basic characteristics, passive tags are the most suitable to use in IoT. Passive 
RFID tags can have certain security issues. In this paper, using the STRIDE threat model, potential 
issues of passive RFID tags are described and discussed, with the currently known guidelines for their 
elimination.

1. D. , Info M, br. 57, 
pp. 28-35, 2016.

Android

Marshmallow.

(6 )

:

1. D. R. Vukovic, "Security Issues of Passive RFID Tags Used in Internet of Things (IoT)", XII 
International SAUM Conference, Niš, Serbia, 2014.
Abstract: According to the latest research of emerging technologies in the next few decades, an era of 
fully integrated Future Internet is coming. In definition, IoT includes smart objects, machine to machine 
communication, RF technologies, and a central hub of information. To enable communication between 
devices and objects in IoT, and provide unique identification for each object, objects will need to be 
augmented with an Auto-ID technology (e.g. RFID tag). There are three types of RFID tags: active, 
semi-passive, and passive. Considering their basic characteristics, passive tags are the most suitable to 
use in IoT. Passive RFID tags can have certain security issues. In this paper, using the STRIDE threat 
model, potential issues of passive RFID tags are described and discussed, with the currently known 

guidelines for their elimination.

2. O. Joldzic, Z. Djuric, D. Vukovic, "Building a Transparent Intrusion Detection and Prevention 
System on SDN", Norsk informasjonssikkerhetskonferanse (NISK), 2014. 

Abstract: Network convergence, user mobility and various types of applications all contribute to the 
inhomogeneity of modern networks. The emergence of new technologies, unfortunately, increases the 
number of possible security threats to all parts of infrastructure. Therefore, network security protocols 
and mechanisms have to be able to respond to any security threat without affecting the performance of 
the network or degrading the quality of service. This paper presents an early stage concept of a 
transparent intrusion prevention system (TIPS) implemented using a combination of various 
technologies, most notably Software-Defined Networking (SDN) and poll-mode packet processing, 
which enables deep packet inspection in high-speed network environments.

3. D. Vukovic, Z. Djuric, D. Gligoroski, "CryptoCloak application - main idea, an overview and 
improvement proposal ", Norsk informasjonssikkerhetskonferanse (NISK), 2014. 

Abstract: Since July 2013, a lot of effort has been invested into spy-resistant application development. 
”Surveillance” and ”privacy” became terms heard more often, both in informal conversations and in 
security research community. Different initiatives took a place world-wide by Electronic Frontier 
Foundation and similar organizations to fight for the Internet as it is used to be (e.g. ”The day we fight 
back”, ”Reset the Net”, etc.). Arms race started in the application development, offering different kind 
of privacy protection for average end-users: anonymous Internet browsing, secret chats, e-mail 
encryption, etc. CryptoCloak is an application for privacy protected chat communication. Encrypted 



communication is masked with dynamic cheap chat conversation. In the current version of the 
CryptoCloak, Diffie-Hellman key exchange is done in clandestine manner instead of sending uniform 
sequence of numbers over the network, sentences are sent. It produces huge overhead. In this paper, 
CryptoCloak tool is introduced and one proposal for its improvement is given.

4. D. Vukovic, D. Gligoroski, Z. Djuric, "Improvement proposal for the CryptoCloak 
application", Secure IT Systems: Proceedings of 19th Nordic Conference, NordSec 2014, 
Lecture Notes in Computer Science 8788, pp. 283-285, Tromsø, Norway, 2014.

Abstract: Since July 2013, huge effort was invested into spy-resistant application development. 
Different initiatives were organized world-wide by EFF[6] and similar organizations to fight for the 
Internet as it is used to be (e.g. “The day we fight back”, “Rest the net”, etc.). CryptoCloak is an 
application for privacy protected chat communication. Encrypted communication is masked with 
dynamic cheap chat communication. In current version of this application, Diffie-Hellman key exchange 
is done in clanderstine manner – instead of sending uniform sequence of numbers, sentences are sent. It 
produces huge overhead. In this paper, one proposal for this improvement is given.

5. D. Vukovic, D. Gligoroski, Z. Djuric, "On Privacy Protection in the Internet Surveillance 
Era", SECRYPT 2014, pp. 261-266, Vienna, Austria, 2014.
Abstract: Snowden's whistleblower from the last year made people more aware of the fact that we are 
living in the Internet surveillance era. Privacy of Internet communication has been disrupted. In this 
paper, application for privacy protection in chat communication, named CryptoCloak, is presented. 
CryptoCloak provides privacy protection for chat communication. Encrypted communication is masked 
with dynamic cheap chat conversation. Communication made this way is not point of interest for mass 
surveillance spying engines. For implementation of the CryptoCloak, Facebook Messenger API is used. 
Diffie-Hellman key exchange is done in clandestine manner - instead of sending uniform sequence of 
numbers, sentences are sent. Current version provides encryption/decryption mechanism for the chat 
communication using strong symmetric algorithm AES in CBC mode. 256 bits of Diffie-Hellman 
exchanged key are used for AES-CBC.

6. O. V. Joldzic, Z. I. Djuric, D. R. Vukovic, "Experiences and challenges in implementing 
adaptive bitrate multimedia streaming for live multimedia content", 22nd Telecommunications 
Forum (TELFOR), pp. 909-912, Belgrade, Serbia, 2014.

Abstract: The process of network convergence and the increased availability of high speed networks 
has opened a number of possibilities in the field of multimedia content distribution. Above all, the 
popularity of mobile platforms and the accompanying user mobility requires the distribution platforms 
to be able to respond to changing network conditions and to maintain a satisfactory quality of service 
regardless of client device capabilities. This paper discusses the experiences and challenges in 
implementing an adaptive bitrate (ABR) multimedia streaming platform for live media content. 
Common streaming techniques and protocols used for live streaming are described, along with the basic 
principles of adaptive stream selection based on available bandwidth. As a proof of concept, adaptive 
bitrate streaming has been successfully implemented in a Digital Multimedia Distribution system called 
GSTV.

7. D. Vukovic, Z. Djuric, D. Gligoroski, "CryptoCloak - improvement proposal implementation",
22nd Telecommunications (TELFOR), pp. 1067-1070, Belgrade, Serbia, 2014.
Abstract: In post-Snowden era (after June 2013 and his first revelation) many effort was invested into 
applications development providing privacy protection in Internet communication area. Secure chat 
applications, systems for anonymous browsing, steganography applications and similar products became 
world-wide needed and used in everyday life. CryptoCloak is a secure chat application developed using 
Java programming language. In this paper, CryptoCloak is presented and its improvement in the context 
of reducing time overhead is explained.

8. A. D. Kelec, D. R. Vukovic, "Privacy threats on Android devices – Big Brother is Watching 
you", 23rd Telecommunications (TELFOR), pp. 926-929, Belgrade, Serbia, 2015.

Abstract: Using smart phone applications in different areas of human lives has become a most common 
habit for all the mobile users. Taking photos and publish them online, sending e-mails and scanning QR 



codes are just a small subset of possibilities for these kinds of applications available on particular 
application store online. When one wants to install some application on his phone, one has to grant 
privileges to the application, such as: Internet access, camera access, etc. Granting the privileges can 
lead to privacy issues that will affect the end user - for example, granting privileges to camera access 
can turn a user's phone into a video surveillance tool. In this paper security of the Android operating 
system has been discussed and one example of exploitation of its weaknesses to violate the end user's 
privacy is given.

(5 

9. D. R. Vukovic, I. M. Dujlovic, "Facebook messenger bots and their application for business", 
24th Telecommunications Forum (TELFOR), pp. 1-4, Belgrade, Serbia, 2016. 

Abstract: Since April 2016, after Facebook represented bots for Facebook Messenger, bots became 
much more popular than before. The set of bots application is large: they can be used for simple 
assistance, such as weather forecast, news notifications, or they can be used just for fun. But, can bots be 
used for the business purpose? The answer is Yes. Although, there are not so many bots for the business 
purpose, they can be very useful as a replacement for information desks at the bank, for example, where 
potential clients come to find out about loan options, about how to open a bank account and other 
general things. The result of such replacement will be much happier clients. In this paper, we discussed 
about Facebook messenger bots, how they can be developed, how can they be found, what are the most 
popular bots at the moment, etc. As a use-case of business purpose of bot, we implemented a bot for the 
bank named PseudoBank and pointed out what are advantages and disadvantages of bot application for 
business.

(5

:
1. D. Vukovic, D. Gligoroski, Z. Djuric, "CryptoCloak Protocol and the Prototype Application", 

IEEE Conference on Communications and Network Security (CNS), pp. 721-722, Florence, 
Italy, 2015. 

Abstract: Number of instant messaging (chat) applications grows rapidly, not only in everyday 
communication of ordinary people, but in business correspondence. Consequently, security and privacy 
of these kinds of applications are very important. In this paper, CryptoCloak protocol for secure and 
private chat communication is introduced, together with the prototype IM application implemented in 
Java programming language that illustrates how the CryptoCloak protocol can be used in practice.

:
1. O. V. Joldzic, D. R. Vukovic, "The Impact of Cluster Characteristics on HiveQL Query 

Optimization", 21st Telecommunications Forum Telfor (TELFOR), pp. 837-840, Belgrade, 
Serbia, 2013.

Abstract: Huge amount of data is stored by different kinds of applications for further analysis. 
Relational databases were used for decades as data storages, but in some cases they are not suitable for 
Big Data processing. To solve the problem, non-relational databases were developed. As a help for 
transferring data from relational databases to non-relational databases, adequate tools were developed. 
In this paper, a tool named Sqoop is presented. The issue of query optimization should be addressed by 
all applications that deal with large amounts of data, regardless of their field of application and scope. 
The impact of cluster characteristics on HiveQL query optimization is analyzed in this paper.

(2

2. , "Using polyglot persistence to keep sensitive data protected", Proceedings of the
INFOFEST 2013, Budva, Montenegro, pp. 130-134, 2013.

Abstract: This paper is about combining SQL and NoSQL databases in order to keep sensitive data 
protected. This approach is known as polyglot persistence. In this paper, the appliance of polyglot 
persistence in order to keep sensitive data protected is shown through an example of pseudo Video on 
Demand application.

3. , "CryptoCloak as a Protection Against Internet Surveillance", Proceedings of the
INFOTEH-JAHORINA 2014, vol. 13, pp. 909-912, 2014.

Abstract: CryptoCloak is an open source project that uses cryptographic algorithms for key exchange 
and encryption selected by the cryptographic community as solid and secure algorithms but it is doing 



the encryption in a clandestine manner. In the light of the latest Internet spying scandals, the goal of the 
project is to diminish the success of the automatic traffic analysing engines of anyone who has the 
access to the chat servers. Those analysing engines will notice just a cheap chat conversation, while the 
real encrypted information will be incorporated deeply in that cheap chat. The cheap chat is the cloak to 
the encrypted information communicated between two CryptoCloak clients. The first realization of the 
CryptoCloak uses the Skype API for Java programming language.

70,00

:
4,36 (8

8,00

1.
2007; 

–

0,00

( )
22.04.1991.,
1. (2014 -

,

2. (2013-
1. (2014-

2. (2013-2014)



, 2013.
: 9,43

, 2016
:

:

9,71

:

:

) , 2014

:
1. .Kele , Z. , “Aplikacija za administraciju FreeRADIUS servera“, Infoteh-Jahorina,
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:
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2. A. , "Prijedlog poboljšanja sistema dozvola na Android platformi", Info M, br. 61, pp. 
18-25, 2017.

(6 )

o , :
1. A. D. Kelec, D. R. Vukovic, "Privacy threats on Android devices – Big Brother is Watching 

you", 23rd Telecommunications Forum (TELFOR), pp. 926-929, Belgrade, Serbia, 2015.

Abstract: Using smart phone applications in different areas of human lives has become a most common 
habit for all the mobile users. Taking photos and publish them online, sending e-mails and scanning QR 
codes are just a small subset of possibilities for these kinds of applications available on particular 
application store online. When one wants to install some application on his phone, one has to grant 
privileges to the application, such as: Internet access, camera access, etc. Granting the privileges can 
lead to privacy issues that will affect the end user - for example, granting privileges to camera access 
can turn a user's phone into a video surveillance tool. In this paper security of the Android operating 
system has been discussed and one example of exploitation of its weaknesses to violate the end user's 
privacy is given.

(5 )

o , :

1. A. , Z. : "Aplikacija za administraciju FreeRADIUS servera", Zbornik radova 
simpozijuma INFOTEH-JAHORINA 2014, vol. 13, pp. 993-998, 2014.

web FreeRADIUS
AdminRADIUS (Autentification, Authorization and Accounting).

RADIUS (Remote Authentication Dial In User Service
FreeRADIUS

AdminRADIUS 

(2 )

2. N. , A. : "Prijedlog rješenja za automatizovano generisanje rezultata testiranja 
Java aplikacija baziranog na integraciji JUnit alata i JavaDoc generatora dokumentacije", 
Zbornik radova simpozijuma INFOTEH-JAHORINA 2017, vol. 16, pp. 489-493, 2017.
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:
1. I. Ševo, S. Leki “Self-avoiding Hamiltonian Walks Counting in Parallel 

Processing Mode”, High-Performance Computing Infrastructure for South East Europe's 
Research Communities/ Modeling and Optimization in Science and Technologies, Volume 2, 
2014, pp 59-66.

2. I. Ševo, A. ernivec, “Analytic tool for detection of botnets within mobile networsk”,
APWG.EU eCrime Sync-Up, January 2014.

:
1. I. Ševo, “Probability Graphs ”, Facta Universitatis, Ser.Math.Inform. 28, No 1(2013), 27–42 .

:
1. I. Ševo, A. “Convolutional Neural Network Based Automatic Object Detection on 

Aerial Images”, IEEE Geoscience and Remote Sensing Letters, Vol 13 (5), pp 740-744, April 
2016.

Abstract —We are witnessing dily acquisition of large amounts of aerial and satellite imagery. 
Analysis of such large quantities of data can be helpful for many practical applications. In this letter, we 
present an automatic content-based analysis of aerial imagery in order to detect and mark arbitrary 
objects or regions in high-resolution images. For that purpose, we proposed a method for automatic 
object detection based on a convolutional neural network. A novel two-stage approach for network 

we tested the proposed training approach using UCMerced data set of aerial images and achieved 
accuracy of approximately 98.6%. Second, the method for automatic object detection was implemented 
and ver
5000 × 5000 pixels was around 30 s.

(12 )

2. I. Ševo, A. [and 3 others], “Edge density based automatic 
detection of inflamation in colonoscopy videos”, Computers in Biology and Medicine, Vol 72, 
pp 138-150, May 2016.

Abstract — Colon cancer is one of the deadliest diseases where early detection can prolong life and can 
increase the survival rates. The early stage disease is typically associated with polyps and mucosa 

capsule endoscope. The state-of-the-art image processing techniques of video analysis for automatic 
detection of anomalies use statistical and neural network methods. In this paper, we investigated a 
simple alternative model based approach using texture analysis. The method can easily be implemented 



in parallel processing mode for real-time applications. A characteristic tex

improved to eliminate the effect of blood vessels present in the lower part of the descending colon. Both 
approaches of the proposed method were described in detail and tested in two different computer 

-time with an 
accuracy of over 84%. Furthermore, the experimental study showed that it is possible to detect certain 

(0.3x12 = 3.6 )

:

1. I. Ševo, T. “Segmentation-based compound figure detection and separation 
methods”, International Symposium on Industrial Electronics (INDEL), Banja Luka, BiH, 
2016.

Abstract: Figure detection, separation and image classification are common problems
occurring in various fields, especially medicine. Since image databases are usually large,
manual classification would be a demanding task. In this paper, we proposed a method for
automatic compound figure detection and separation, and gave a comparison between
other recognition methods, such as convolutional neural networks. The proposed method is
based on differentiating objects in the image, and merging object artifacts with the nearest
large object. Parameters of size and distance were varied, and different criteria for
determining the object boundaries were tested. Using this method, an accuracy of 90.20%
was achieved on a test set of 500 images, with an average processing time less than 600ms
per image for the given combination of parameters.

(5 )

2. I. Ševo, “Clustered class-dependent training method for digit recognition 
classifiers”, International Symposium on Industrial Electronics (INDEL), Banja Luka, BiH, 
2016.

Abstract: This paper presents a convolutional neural network clustering approach for
handwritten digits recognition. Neural networks were trained individually, using the same
training set and combined into clusters, depending on the training method used. These
clusters formed a layered architecture, where each layer attempted to recognize the given
digit, when the previous layers were not able to do so with sufficient certainty. We examine
various ways of combining such clusters and training their constituent networks.

(5 )

3. A. I. Ševo, I. Reljin, “Comparative analysis of texture classification based low 
and high order local features”, 23 Telecommunication forum TELFOR 2015, Belgrade, Serbia, 
pp 799-802, 2015.

Abstract: The importance of texture for recognition of objects, scenes and events is well-
known and used in various computer vision tasks. Until recently, best-performing texture
classification algorithms relied on processing of low-level local features and statistical
learning based adjustment of classifiers. Convolutional neural networks introduced higher
order local features and improved classification results significantly. In this paper, we
compared texture classification based on low-lever and high order local features. Also, we
demonstrated the ability of convolutional networks to learn high order features from one
dataset and to efficiently use that knowledge on a different dataset.

(5 )

:
1. A. I. Ševo, “Texture-based automatic polyp detection in colonoscopy videos”,

CMBEBIH 2015, 2015.

Abstract: Analysis of colonoscopy, endoscopy and smart pill videos are often used during the 
diagnostic procedure, so automatic detection of colon polyps, tumors and internal bleeding can be 
helpful. Automatic video analysis can ease or improve diagnostic process in cases where physician 
needs to analyze long-duration videos in order to check if there are signs of early tumor stage or 
bleeding. Automatic detection of regions of interest and video annotation can be used to mark relevant 



frames and enable faster and more efficient diagnosis. In this paper, a method for texture analysis of 
colonoscopy video is presented. Different texture descriptors are extracted from regions containing 
polyps and compared with the texture descriptors taken from the regions of healthy tissue and other
non-informative regions. The goal was to systematically assess the possibilities for automatic detection 
of colon polyps in colonoscopy videos based on their texture.

(2 )
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1. Igor Ševo, 'Praktikum sa primjerima u programskom jeziku C', Grafomark, Laktaši, BiH,  2014
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